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(54) Data transmission and reception 



(57) Video and audio data of a plurality of received 
programs and a common infomrtatk>n ECMare recorded 
to a recording medium. A recording position of the pro- 
gram, is written on a management table. When repro- 
ducing a desired one of the recorded programs, the 
ECM is also reproduced together with the video and au- 
dio data. The data to retrieve the desired program and 



an individual information EMM are transmitted through 
a broadcasting wave. To descramble the reproduced 
video and audio data, the reproduced ECM and the re- 
ceived EMM are used. Since the individual information 
EMM is the latest information, even if there is a time tag 
between the recording time point and the reproducing 
time point, the reliability of the conditional access is not 
deteriorated. 
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Description 

This invention relates to data transmission and re- 
ception. 

Recently, a digital broadcasting system tortransmit- 
ting multimedia data such as image signals, audio sig- 
nals, and the like by using a communication satellite has 
been being put into practical use. Fig. 4 shows an outline 
of a typical digital broadcasting system. The transmis- 
sion side of a program is made up of an up-link statbn. 
a program provider, and a management system. 

Video and audio data from a program provider 101 
is supplied to an encoder and multiplexer 103 of the 
MPEG (Moving Pictures Expert Group) 2 of an up-link 
station 102. In the MPEG 2 encoder and multiplexer 
103, the video and audio data is compressed and the 
compressed video and audio data is stored in a packet 
of a length of 188 bytes. A plurality of programs and the 
packets of the respective corresponding video and au- 
dio data are multiplexed, so that a transport packet of 
the MPEG2 is fomned. A transport streeim is fonnned by 
a series of transport packets. The number of transport 
streams corresponds to the number of transponders in- 
stalled in the communicatkxi satellite. 

The MPEG2 transport stream is supplied to a trans- 
mission system 104. In the trar^misskxi system 104. 
processes such as scrambling process of every packet, 
error correctkxi encoding of every packet, modulation, 
and the like are executed and a nrodulatkvi output is 
supplied to a transmitting antenna 105. The scrambling 
process is necessary to realize a conditional access 
whbh is used to control about the permission or inhibi- 
tion of the monitoring every viewer. In the scrambling 
process, for example, a contract of a pay-per-view m 
which only a certain program is monitored with a toil eve- 
ry time can be made. A key to descramble is supplied 
from a key management system 106 to the MPEG2 en- 
coder and multiplexer 1 03 and has been inserted as one 
of the packets into the transport stream in a manner sim- 
ilar to the video and audio infonmation. 

An integrated management of the MPEG2 packets 
is performed by a program management system 107. 
The program management system 107 and key man- 
agement system 1 06 are unified, thereby encrypting the 
key to descramble. Further, in a customer management 
system 108, items regarding a monitor contract or the 
like are managed. Viewer information is transmitted and 
received betweem the customer management system 
and the home of the viewer via a telephone line 109. 

A broadcasting radio wave transmitted from the 
transmitting antenna 105 through a communication sat- 
ellite 110 is received by a receiving antenna 111 at each 
home. A receiver 112 is connected to the receiving an- 
tenna 111. The receiver 112 is constructed by a tuner 
for designating a receivaig transponder, a demodulating 
unit, a descrambling unit for descrambling. a demulti- 
plexer for designating a packet to be separated, a video 
decoding unit, an audio decoding unit, and the like. The 



decoded video and audio signals are supplied to a tel- 
evision receiver 113. 

A key for descrambling is encrypted and transmitted 
as concerned inf ormatbn together with video and audk> 
s signals. The key to decrypt the encryptten has been 
stored in an IC card 114 inserted in the receiver 112. 
Which program can be descrambled can be controlled 
from the transmission side on the basis of contract in- 
formation of each reception system. The receiver having 
10 a condittonal accessing f unctjon is usually called an I RD 
(Integrated Receiver/Decoder). 

The above digital satellite broadcasting system is 
not limited to an application fiekJ such that a television 
broadcasting is merely monitored but can be also used 
IS as a transmission system of digital data of a large ca- 
pacity by many channels. That is, the receiver of the dig- 
ital satellite broadcasting can have a function as a re- 
ceiving apparatus of digital data such as video and audb 
data, data for a computer, or the like. 
20 As one of using methods of the digital satellite 
broadcasting, there is conskSered a method whereby by 
combining a receiver and a recording medium of a large 
capacity, a large quantity of reception data can be ac- 
cumulated. For example, the reception data is recorded 
2S at night when a transmitting line is relatively free, and a 
desired portion is reproducedf rom the recorded data lat- 
er. As a recording medium of a large capacity, a digitaf 
VCR. a hard disk, an optical disk, a semiconductor 
memory, or the like can be used. 
30 In the digital satellite broadcasting, although a form 
in whk:h a nrionitor contract is made on a channel unit 
basis, a form (pay-per-view) in which a fee of only the 
monitored programs is paid, and the like exist, it is gen- 
eral^ a toU broadcasting and the conditional access is 
35 i^ed. Therefore, according to the method whereby re- 
ceptran data has prevtously been stored in the mennoiy 
of the large capacity and the desired program is repro- 
duced fater, it is in-ational that all of the programs whwh 
are stored are charged. The programs whk^h were se- 
40 lectively read out from the mennory and were repro- 
duced are charged. 

The monitor control in the toll broadcasting system 
is performed by a scramble authorizatbn system. In this 
system, individual information (EMM: 
45 Entitlement Management Message) ttiat was formed on 
the transmission side and Is peculiar to the receiving ter- 
minal is sent to the viewer. On the receiving terminal, 
the EMM of the same ID as the own ID is decrypted, and 
a work key is fetched into the IC card. The key to decode 
so the EMM is a key which is individual for each receiving 
terminal and has previously been stored in the IC card. 
Further, a contracted channel ID and a contract type 
(temporary contract, pay-per-view, or the like) in addi- 
tion to the work key are included in the EMM. 
55 When a program is monitored, common infonmation 
(ECM: Entitlement Control Message) which is accom- 
panied with the program and is comnnon for the receiv- 
ing terminals is fetched into the IC card. If the work key 
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corresponding to this channel has previously been 
stored, a descrambling is performed and can be moni- 
tored. The EMM and the comnrton information (herein- 
after, referred to as an ECM) are transmitted in a form 
of the packet of the transport stream of the MPEG2 In a s 
manner similar to the video and audio data. In case of 
the pay-per-view, the monitor information is periodically 
up-loaded through the telephone line. 

In the foregoing toll broadcasting system, as one of 
methods of realizing a method whereby the recording io 
medium (large capacity memory) is combined to the re- 
ceiver and a desired one of the programs stored in the 
recording medium is selectively reproduced and only 
the reproduced program is charged, a method of record- 
ing the EMM and ECM as well to the recording medium is 
is also considered. The video and audio data of a plu- 
rality of programs are recorded in a scrambled state 
(tomn of the packet) on the recording medium, the video 
and audio data which was selectively reproduced Is de- 
scrambled by the system of the receiver, and is further 20 
decoded. In order to enable the descrambling, the EMM 
and ECM are recorded to the recording medium. 

However, a time lag exists between the timing when 
recording the receptkxi data to the recording medium 
and the timing when reproducing it later. There is a pos- 2S 
sibility such that the EMM which is individual for each 
receiving terminal is changed due to a change or the like 
in contract. Thus, according to the system for recording 
the EMM at that time point together with the data of the 
program, there occurs a fear such thai the reliability of 30 
the conditional access is detertorated. For example, up- 
on recording, although the customer which is instructed 
in the EMM has a right corresponding to the rank of the 
recorded program, at the time of point of reproductbn, 
even if the right has already been terminated due to the 3s 
elapse of the validity term, the right is authorized on the 
EMM which has already been recorded. In an extreme 
case, a situation such that the right whteh was validated 
by the latest EMM is invaldated by the reproduced old 
EMM also occurs. 40 

Various respective aspects and features of the In- 
vention are defined in the appended claims. 

Embodiments of the invention can provide a data 
transmitting apparatus, a receiving apparatus, and a da- 
ta transmission and receptk^n system which can prevent 4S 
a situation such that the reliability of a conditional access 
is deiertorated by controlling the reproduction of record- 
ed data by latest indivkJual informatk>n. 

According to a preferred embodiment of the inven- 
tion, to address the foregoing problems, there is provkd- so 
ed a data transmitting apparatus for transmitting multi- 
plexed digital data, characterized by comprising: 

means for encrypting a plurality of information data; 
means for transmitting first control data whk:h is ss 
used to decrypt the encryptran and is common to 
receiving terminals and second control data which 
is used to decrypt the encryption and is individual 



for the receiving terminals together with the plurality 
of encrypted information data; and 
means for transmitting data necessary to retrieve 
the plurality of information data and the present sec- 
ond control data after the plurality of encrypted in- 
formation data was transmitted. 

According to another preferred embodiment of the 
invention, there is also provided a data receiving appa- 
ratus for receiving multiplexed digital data, 
characterized in that 

a plurality of encrypted infomriation data, first control 
data which is used to decrypt the encryptkxi and is 
common to receiving terminals, and second control 
data whch is used to decrypt the encryption and is 
individual for the receiving terminals are included in 
a receptkxi signal, 
and the apparatus comprises: 

a recording medium for recording the plurality 
of encrypted information data and the first con- 
trol data; 

managing means for instructing a recording po- 
sition of each of the plurality of informatk>n data 
on the recording medium; 
means for reproducing desired informatk>n da- 
ta and the first control data from the recording 
nr^ium with reference to the managing 
means; and 

means for decrypting the reproduced informa- 
tion data by using the reproduced first control 
data and the present second control data re- 
ceived. 

According to another preferred embodiment of the 
invention, there is further provkled a data transmission 
and reception system for transmitting multiplexed digital 
data and receiving the multiplexed digital data, charac- 
terized in that 

an apparatus on the transmission side comprises: 

means for encrypting a plurality of infomnatkjn 
data; and 

means for transmitting first control data which 
is used to decrypt and is common to receiving 
terminals and second control data which is 
used to decrypt and is individual for the receiv- 
ing terminals together with the plurality of en- 
crypted informaton data, 
and an apparatus on the reception skle com- 
prises: 

a recording medium for recording the plu- 
^ rality of encrypted inf omnatkxi data and the 
first control data, 

managing means for instructing a record- 
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ing position o1 each of the plurality of infor- 
mation data on the recording medium; 
means tor reproducing desired information 
data and the first control data f ronn the re- 
cording medium with reference to the man- 
aging means; and 

means tor decrypting the reproduced infor- 
mation data by using the reproduced first 
control data and the present second con- 
trol data received. 

According to the transmitting apparatus of embod- 
iments of the invention, since the date for retrieving a 
plurality of information data and the second control data 
EMfy/l are transmitted, the plurality of information data 
can be easily retrieved on the reception side. Since the 
encryption is decrypted by the latest EMM on the recep- 
tion side, the reliability of the conditional access is not 
deteriorated, in embodiments of the receiving appara- 
tus, the plurality of information data received and the 
first control data ECM are recorded to the recording me- 
dium and the reproduced first control data ECM and the 
received second control data EMM are used to decrypt 
the information data which was selectively reproduced, 
so that the deterioration of the reliability of the condition- 
al access can b© prevented. 

The invention will now be described by way of ex- 
ample with reference to the accompanying drawings, 
throughout which like parts are referred to by like refer- 
ences, and in which: 

Fig. 1 is a bkx:k diagram showing a construction of 
an embodiment of the invention; 
Fig. 2 is a block diagram showing a constmction 
mainly about the monitor control in the embodiment 
of the invention; 

Fig. 3 is a schematic diagram for expbining the re- 
trieving operatk)n in the embodiment of the inven- 
tion; and 

Fig. 4 is a schemata diagram showing an outline of 
a typical digital broadcasting system. 



An embodiment of the Invention will now be de- 
scribed hereinbelow with reference to the drawings. Fig. 
1 is a block diagram showing the embodiment. A receiv- 
ing antenna shown at 1 receives a radto wave from a 
communication satellite (or broadcasting satellite). A 
converter associated with the antenna 1 down-converts 
the reception signal into a first IF (intermediate frequen- 
cy) signal of a predetemnined frequency and generates 
to a tuner 2. 

In the tuner 2, a receiving channel (namely, receiv- 
ing transponder) set by the user is selected and a sec- 
ond IF signal is fomned. The second IF signal supplied 
to a demodulating unit 3 and, for example, a QPSK is 
demodulated. A demodulation output from the demod- 
ulating unit 3 is supplied to an error correcting unit 4. 
The en-or correcting unit 4 corrects errors occurring dur- 



ing the transmissk>n by an error correctran code such 
as a Reed Solomon code. An output (transport stream) 
of the error correcting unit 4 is supplied to a descram- 
bling unit 5, In the descrambling unit 5. a descrmable to 
5 cancel the scramble is performed. 

The transport stream of the MPEG2 which is an out- 
put of the descrambling unit 5 is supplied to a separating 
unit 6. In the separating unit 6, the packet of a desired 
channel is separated from the transport stream. It is also 
TO separated into video data, audio data, and control data 
(the ECM and EMM and the like are included) on the 
basis of information of a header portion. Further, a 
switching between the data of the received program and 
the data of the program which was selectively repro- 
75 duced from the recording medium is also performed. 

The vkdeo data from the separating unit 6 is decod- 
ed by a video decoding unit 7V and a reception video 
signal is generated. The audio data is decoded by an 
audto decoding unit 7A and a reception audio signal is 
20 generated. The control data (including the EMM and 
ECM) is supplied to an apparatus control unit 10. The 
decoded video signal is added with a signal for display 
by an-adder 16. An output video signal of the adder 16 
is displayed on a display (not shown). Similariy, the de- 
2S coded audio signal is, tor instance, amplified by an am- 
plifier and outputted from a speaker (not shown). A PID 
is added to the transport packet and a transmission des- 
tinaton (video decoding unit 7V. audio decoding unit 7 A, 
or apparatus control unit 10) of the packet is instructed 

30 by the PI D- 

The apparatus control unit 10 controls the operation 
of the whole receiver and is constructed by a mk:rocom- 
puter. The tuner 2. an IC card 11 . a flash memory 12. a 
FIAM 1 3, a user interface 1 4, and a screen display form- 
55 ing unit 1 5 are connected to the apparatus control unit 
10. Further, bit error rate information is supplied from 
the error correcting unit 4 to the apparatus control unit 
10. Since a bit error rate has a con-elation with a C/N 
ratio, the apparatus control unit 10 carl know a radk> 
40 wave situation (C/N ratio) from the bit error rate infor- 
matbn. A degree of C/N ratio can be displayed on the 
screen of the display. Thus, the adjustment of the direc- 
tion of the antenna, permission or inhibition of the down- 
loading of the program, and the like can be controlled. 
46 The user interface 14 is keys on a front panel, a 
pointing device such as screen display, mouse, or the 
like, a remote control system, or the like. Although not 
shown, a modem is connected to the apparatus control 
unit 10 and viewer information is transmitted via the tel- 
so ephone line. 

A program for controlling the ordinary operation is 
stored in the flash memory 12. The control of the ordi- 
nary operation v^/hk:h is executed by the apparatus con- 
trol unit 10 is executed on the basis of the program 
55 stored in the flash memory 12. The RAM 1 3 is used as 
a temporary storing unit when rewriting the flash mem- 
ory 1 2. The screen display forming unit 1 5 forms various 
display signals under the control of the apparatus con- 
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trol unit 1 0. The display signals are supplied to the adder 
1 6 and muftiplexed to the decoded video signal. 

A recording medium 20 is connected to the receiver 
through a digital interface 22 in order to record the data 
of a plurality of programs received by the receiver by s 
using free time such as at night or the like as mentioned 
above and to selectively reproduce a desired program 
among them after that. As a recording medium 20, a me- 
dium of a targe capacity is preferable and a digital VCR 
(video cassette tape recorder), a hard disk, an optical 
disk, or the like can be used. A management table 21 is 
used in association with the recording medium 20. The 
management table 21 shows a corresponding relation 
between the recorded data, for example, an ID (program 
number) of the program arKj information of its recording 
position. Although a control unit, a mechanism unit, and 
the like are provided in association with the recording 
medium 20, they are not shown for simplicity of expla- 
nation. 

As a management table 21, an area on the same 
medium as that of the recording medium 20 can be used 
or an area on another medium can be also used. For 
example, in case of the digital VCR, the management 
table can be constructed in a semiconductor menrK>ry 
built in a cassette or a surface of the cassette. In case 
of the semiconductor memory, a directory area on the 
memory can be used. 

The previous data of the descrambting unit 5. name- 
ly, the video and audio data in the scrambled state is 
recorded on the recording medium 20 through the digital 
interface 22. The apparatus control unit 10 and digital 
interface 22 are connected and the ECM associated 
with the video and audio data of the program to be re- 
corded is also recorded. Since the ECM and EMM are 
information for control, they are not scrambled. Howev- 
er, the EMM as individual control data is not recorded in 
the receiver. This is because the EMM received at the 
newest real time is to be used as the EMM. 

Further, control information necessary to record 
and reproduce the data to/from the recording medium 
20 is also transmitted from the apparatus control unit 1 0 
through the digital interface 22. The reproduced data, 
namely, the video data and audio data of the selected 
program are supplied to the descrambling unit 5 through 
the digital interface 22. The reproduced ECM associat- 
ed with the selected'program is supplied to the appara- 
tus control unit 10 through the digital interface 22. By 
using the reproduced ECM and the received present 
(namely, latest) EMM, the apparatus control unit 1 0 gen- 
erates a scramble key that is necessary for descram- 
bling the reproduced video and audio data. Thus, the 
descrambled video and audio data is obtained. 

Although the digital satellite broadcasting system is 
constructed in a manner similar to that snow in Fig. 4, a 
more detailed construct k>n nnainty akx>u1 the monitor 
control in the toll broadcasting is shown in Fig. 2. Fig. 2 
shows a transmission side system and a reception side 
system. Both systems are connected by a transmission 
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path 31 including a communicatkxi satellite, a broad- 
casting satellite, and the like and a telephone line 32 to 
up-load the monitor infornnatkjn. 

The transmissbn side system will now be de- 
scribed. An encoder 33 converts the video signal and 
audk> signal into digital signals and compresses the dig- 
ital signals. Specifically speaking, for example, an 
MPEG2 encoder is used. An output of the encoder 33 
is supplied to a multiplexing unit 34. In the multiplexing 
unit 34, the output of the encoder 33 and the control in- 
formation are time-division multiplexed. A scrambling 
unit 35 scrambles the digital information by the scramble 
key. The EMM and ECM serving as control informatk>n 
are not scrambled. 

The EMM is transmitted to the individual receiver 
and the ECM is the information associated with the pro- 
gram and they are the signals which are commonly 
transmitted to the program receiver. In a concerned in- 
formation transmitting unit 36, the scramble key is en- 
crypted by the work key and is transmitted as a part of 
the ECM. The work key is encrypted in a scramble man- 
agement system 37 by an indivkjual key peculiar to the 
receiver and is transmitted as a part of the EMM. In the 
scramble rnanagement system 37, the individual key is 
stored In correspondence to all of the receivers. That is, 
the scramble management system 37 receives the data 
of the EMM from a customer management system 38 
and encrypts the data. In the scramble management 
system 37, a card ID. the individual key. and all of the 
circulated work keys are stored. A card ID and an indi- 
vidual key are newly generated and transferred to an IC 
card issuer, thereby alk>wing an IC card to be formed. 

A customer management system 38 processes the 
monitor informatk>n which is up-linked from a number of 
receivers and contract requests from the viewers and 
transfers the contract information to the scramble man- 
agement system 37. A program management system 
39 controls the encoder 33 by the control signal in ac- 
cordance with the program. And the program manage- 
ment system 39 generates a program number or one 
[ike. and supplies to the concerned information transmit- 
ting unit 36. The concerned informatbn transmitting unit 
36 mainly receives the ECM and encrypts. 

On the receiver side, the EMM is previously fetched 
to an IC card 41 (shown at reference numeral 11 in Fig. 
1) as one of security modules and is decoded by the 
EMM recorded in the IC card 41 , The work key is taken 
out and stored in the IC card 41 . The contract informa- 
tion in the EMM is stored. 

In case of receiving a certain program, the receiver 
reads the ECM associated with the program into the IC 
card 41 and is collated with the contract infomnation 
which has previously been fetched. If the received pro- 
gram is the contracted program, the scramble key in the 
ECM is decoded by using the work key and sent to a 
decoder 42. In the decoder 42. a descrambling is per- 
formed by an internal descrambling unit. 

In case of the pay-per-view contract, a monitor ca- 
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reer is stored in the IC card 41. Atter the elapse o1 a 
predetermined period, the monitor career is up-l.nked 
as montor information to the <="st°^^, "^^^ement 
system 38 of the transmission side system through a 
telephone modem in the decoder 42. The IC card uses 
for example, an 8-b« CPU of one ^h-P^IJe .nd^jlua^ 
key and the ID have been written .n an EEPBOM m the 
chip and cannot be rewrrtten by the user. The monrtor 
information is also written in the EEPROM. 

The control of the monitor control system in he trti 
broadcasting mentioned above will now be descnbo)^ 
The descrambling is constructed by prcx:essc« ofth^^^^ 
stages. First, the work key is decoded from the EMM by 
using the individual key of the r«=e*^«f^f "^^^^^^^^^ 
the «5ramble key is decoded from the ECM by usmg the 
work key. The video data and audio data are descram- 
bled by using the decoded scramble key. 

explaining in more detail, the EMM trans- 
mtned to the viewer who nomially made ajontract. he 
Tncryptton is decrypted by the first decode, and the 
work key is stored into the IC card 41 . The key which .s 
ledinLdecodingisthekeythatisind-Mdualforea^ 
receiver. The indivkJual key has previously been stored 
in the IC card 41. In the ttansmisskxi side system, as 
menttoned above, the indivudual keys of the recer,ers 
and all of the ID numbers have been stored and the en- 
c^pted EMM is transmitted by using the ^divKlual key 
corLponding to the ID number of 
transmmed. The ID number has been »° ttie n«v 
encrypting portton of the EMM. In the receiver. thelD 
number is compared with the ID in the IC card 41 . Only 
"he EMM in which those IDs coincide is fetched into the 
IC card 41 and used. 

When the program is monitored, the ECM f ssoci 
ated with the program is fetched to the 'C cart ^ 
work key corresponding to the channel has Previously 
been stored, the second decoder operates and the 
scramble key is obtained. The scrambled Program sig- 
nal is descrambled in the descrambling unit arid is out- 
putted as a signal which can be nonrially ^f^^^^- 

information of the work key. contracted channel ID 
and contract type (temporary contract, paper-vew- or 
The like) is included in the EMM. The work key is sent 
tSrerl^^Mhekeynumberandapluralityotworkkeys 

can be selectively used. « i« o 

According to the embodiment of the '"vention 'na 
plurality of received program data, the packet of the v^- 
lo dam and the packet of the audio da^of tiie scram- 
bled information and the ECM associated wrth frie pro- 
glim are stored into the recording medium 20 Uirough 
The digital interface 22. In this case, a ^<=>"^P°^^'ll[^ 
lation between the program number as an ID of the prc^ 
gram and the recording position of the prc^ram on the 
recording medium 20 is also recorded in the manage- 
ment table 21 concemed with the recording mediurn 2a 
EMM having a possibility such that wil be 
changed in future by a change in contracted ^ntsor 
the like is not recorded onto the recording medium 20. 



After the recording to the recording medium 20. da- 
ta for retrieving (browsing) the recorded infomiation da- 
ta is transmitted from an up-link statton to the receiver 
At the same time, the EMM as an individual infomiation 
s is also annexed and transmitted to the viewer who ra- 
ided the program. Processes in case of setectively 
reproducing the desired program from the recording me- 
dium 20 will now be described wHh reference to Fig. 3. 
By the data for browsing sent from the up-link sta- 
10 tion to the viewer, contents as shown at 51 in Fig^3 are 
Stayed on the display of the viewer. TTjat «. chara^ 
ters showing the contents 52 of the plurality of recoiled 
programs and the buttons 53 for selection are included. 
The display 51 shown in Fig. 3 is one example. As an- 
,5 STer eJLmple. so bng as a display such th«t the con- 
tents o1 the recorded programs are displayed and a de- 
sired one of the recorded programs can be setected 
vartous dispteys can be used. The browser (sof^are) 
has previously been stored as a program 'n the ROiyj <J 
20 the receiver or is transmitted through the b^^dcastmg 
vyave and is down-toaded into the memory which is con- 
nected to the apparatus control unit 10. 

The viewer designates a desired program to be re 
produced by using a mouse or the like in the d'sPjaV 51 
2S tor browsing. When a certain program is designated, the 
program number corresponding to the program » sup- 
Dli^ from the apparatus control unit 10 to the manage- 
ment table 21 through the digital interface 22. for ex^- 
ple. AS shown in Fig. 3. recording ^^"^"V?^ i 

30 dresses ST1. ST2 and end addresses EN1.EN2. ) 

on the recording medium 20 of program numbers X1 
X2. ...of the programs recorded on the recording m^i- 
um 20 have been written in the managernenmble 21^ 
Therefore, by referring to the management table 21 J»ie 
3S Lirngp<^itkxiofthep.og,amnumberdes.gnatedin 

the display 51 of the browsing can be known. _ 

The information of the desired program number and 
the corresponding recording position is sent to the TS- 
cordingmedium20(more specifically speaking, riding 

40 ^reproduction control unit). Thus, the video packet, au- 
Zo packet, and ECM of the program of me desired pro- 
gram number are reproduced. The reproduced mfornia^ 
Son is transmitted to the apparatus control unrt 10 
through the digital interlace 22. In »he ap^^^us «,n^S 
4S unit 10, the scramble key is generated as mentioned 
^ove by using the received latest EMM and the repro- 
SSECM.lnthedescramblingunn5.thevideopacket 
andaudio packet of theselected program are descram- 
bled by using the scramble key. The «ePff' "9 ""f 
so cont Jled by the apparatus control unit 1°^°/^;^; 
lect the data of the reproduced program. " a r^ne^ 
similar to the ordinary received P^^S™^' P'?J'^ 
by the reproduction dataof the recording medium 20 can 

be monitored. , 
55 Although the example of transmWing the vid«> and 

audio c^ta through the broadcasting wave hasbeen 
scribed above, similar techniques can be also applied 
to a s%em fo transmitting the video and audio data by 
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a radio transmission other than the broadcasting wave. 
Only one of the video data and the audio data can be 
also transmitted. Further, data of a computer program 
can be also transmitted without limiting to the video and 
audio data. 

By transmitting the data for retrieval to the viewer 
after the recording, the viewer can easily perfomn the 
selecting operation of the desired program. 

Having described a specific preferred embodiment 
of the present invention with reference to the accompa- 
nying drawings, it is to be understood that the invention 
is not limited to that precise embodiment, and that var- 
ious changes and modifications may be effected therein 
by one skilled in the art without departing from the scope 
of the invention as defined in the appended claims. 



Claims 

1. A data transmitting apparatus for transmitting mul- 
tiplexed digital data, comprising: 

means for encrypting a plurality of information 
data; and 

means for transmitting first control data which 
is use to decrypt said encryption and is com- 
mon to receiving terminals and second control 
data which is used to decrypt said encryption 
and is individual for each of said receiving ter- 
minals together with said plurality of encrypted 
information data. 

2. A data transmitting apparatus for transmitting mul- 
tiplexed digital data, comprising: 

means for encrypting a plurality of information 
data; 

means for transmitting first control data which 
is used to decrypt said encryptton and is com- 
mon to receiving terminals and second control 
data which is used to decrypt said encryption 
and is individual for each of said receiving ter- 
minals together with said plurality of encrypted 
information data; and 

means for transmitting data to retrieve said plu- 
rality of intomnatlon data. 

3. A data transmitting apparatus for transmitting mul- 
tiplexed digital data, comprising: 

means for encrypting a plurality of information 
data; 

means for transmitting first control data which 
is used to decrypt said encryptton and is com- 
mon to receiving terminals and second control 
data which is used to decrypt said encryption 
and is individual for each of said receiving ter- 
minals together with said plurality of encrypted 
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information data; and 

means for transmitting data to retrieve said plu- 
rality of information data and said present sec- 
ond control data after said plurality of encrypted 
data was transmitted. 

A data receiving apparatus for receiving multi- 
plexed digital data, wherein 

a plurality of encrypted information data, first 
control data which is used to decrypt said en- 
cryption and is common to receiving terminals, 
and second control data which is used to de- 
crypt said encryption and is individual for each 
of said receiving terminals are included in a re- 
ception signal, 

and said apparatus comprises: 

recording means for recording said plural- 
ity of encrypted information data and said 
first control data; 

a recording medium on which said plurality 
of encrypted information data and said first 
control data are recorded by said recording 
means; 

reproducing means for reproducing said 
encrypted information data and said first 
control data which were recorded on said 
recording medium by said recording 
means; and 

means f ordecrypting the encryption of said 
encrypted information data reproduced by 
said reproducing means by using said first 
control data reproduced by said reproduc- 
ing means and said present second control 
data received. 

A data receiving apparatus for receiving multi- 
plexed digital data, wherein 

a plurality of encrypted information data, first 
control data which is used to decrypt said en- 
cryption and is common to receiving terminals, 
and second control data which is used to de- 
crypt said encryption and is individual tor each 
of said receiving terminals are included in a re- 
ception signal, 

and said apparatus comprises: 

recording means for recording said plural- 
ity of encrypted information data and said 
first control data; 

a recording medium on which said plurality 
of encrypted infonrnation data and said first 
control data are recorded by said recording 
^ means; 

managing means for instructing a record- 
ing position of each of said plurality of en- 
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crypted information data recorded on said 
recording medium by said recording 
means; 

reproducing means tor reproducing de- 
sired encrypted information data and said 
first control data according to said infomia- 
tion data with reference to said managing 
means from said plurality of encrypted in- 
formation data and said first control data 
which were recorded on said recording me- 
dium by said recording means; and 
means lor decrypting the encryption of said 
encrypted information data reproduced by 
said reproducing means by using said first 
control data reproduced by said reproduc- 
ing means and said present second control 
data received. 

6. A data receiving system tor receiving multiplexed 
digital data, comprising: 

a receiving apparatus having receiving means 
for receiving a plurality of encrypted infom^ation 
data, first control data which is used to decrypt 
said encryption and is common to receiving ter- 
minals, and second control data which is used 
to decrypt said encryption and is individual for 
each of said receiving terminals; 
a recording and reproducing apparatus: 

transmitting means for transmitting said 
plurality of encrypted infomriation data and 
said first control data which were received 
by said receiving means to said recording 
and reproducing apparatus; and 
transmitting means for transmitting said 
encrypted information data and said first 
control data which were recorded and re- 
produced by said recording and reproduc- 
ing apparatus, 

wherein said recording and reproducing 
apparatus has 

recording means for recording said plural- 
ity ot encrypted information data and said 
first control data which were transmitted 
from said receiving apparatus by said 
transmitting means and 
reproducing means for reproducing said 
encrypted information data and said first 
control data which were recorded by said 
recording means, and 
said receiving apparatus has 
means for decrypting the encryption of said 
encrypted information data transmitted 
from said recording and reproducing appa- 
ratus by said transmitting means by using 
said first control data transmitted from said 
recording and reproducing apparatus by 
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A data receiving system for receiving multiplexed 
digital data, comprising: 

a receiving apparatus having receiving means 
for receiving a plurality of encrypted information 
data, first control data which is used to decrypt 
said encryption and is common to receiving ter- 
minals, and second control data which is used 
to decrypt said encryption and is individual for 
each ot said receiving terminals; 
a recording and reproducing apparatus; 
transmitting means for transmitting said plural- 
ity of encrypted infonmation data and said first 
control data which were received by said re- 
ceiving means to said recording and reproduc- 
ing apparatus; and 

transmitting means tor transmitting said plural- 
ity of encrypted infomnation data and said first 
control data which were recorded and repro- 
duced by said recording and reproducing appa- 
ratus, 

wherein said recording and reproducing appa- 
ratus has 

recording means for recording said plurality of 
encrypted information data and said first con- 
trol data which were transmitted from said re- 
ceiving apparatus by said transmitting means, 
managing means for instructing a recording po- 
sition of each of said plurality of encrypted in- 
formation data recorded by said recording 
means, and 

reproducing means for reproducing desired en- 
crypted information data and said first control 
data according to said information data with ref- 
erence to said managing means from said plu- 
rality of encrypted ^formation data and said 
first control data which were recorded by said 
recording means, and 
sakJ receiving apparatus has 
means for decrypting the encryption of said en- 
crypted information data transmitted from said 
recording and reproducing apparatus by said 
transmitting means by using said first control 
data transmitted from said recording and repro- 
ducing apparatus by said transmitting means 
and said present second control data received. 

a An apparatus according to claim 4. wherein after 
said pturalrty of encrypted information data and said 
first control data were recorded by said recording 
means, data for retrieving said plurality of intorrra- 
tion data is received together with said second con- 
trol data and desired information data is selectively 
reproduced by using said data for retrieving. 
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9. A system according to claim 6, wherein after said 
plurality of encrypted information data and said first 
control data were recorded by said recording 
means, data for retrieving said plurality of informa- 
tion data is received together with said present sec- s 
end control data by said receiving apparatus, and 
desired information data is selectively reproduced 

by said reproducing means by using said data for 
retrieving. 

10 

1 0. A data transmission and reception system for trans- 
mitting multiplexed digital data and receiving said 
multiplexed digital data, wherein 

a transmission side has is 
means for encrypting a plurality of infomiation 
data and 

means for transmitting first control data which 
is used to decrypt said encryption and is com- 
mon to receiving terminals and second control 20 
data which is used to decrypt said encryption 
and is individual for each of said receiving ter- 
minals together with said plurality of encrypted 
information data, and 

a reception side has 2S 
recording means tor recording said plurality of 
encrypted infornnation data and said first con- 
trol data. 

a recording medium on which said plurality of 
encrypted information data and said first con- 30 
trol data are recorded by said recording means, 
reproducing means for reproducing said en- 
crypted information data and said first control 
data which were recorded on said recording 
medium by said recording means, and 35 
means for decrypting the encryption of said en- 
crypted infornnation data reproduced by said re- 
producing means by using said first control data 
reproduced by said reproducing means and 
said present second control data received. 40 

11. A data transmission and reception system for trans- 
mitting multiplexed digital data ar^j receiving said 
muttiplexed digital data, wherein 

45 

a transmission side has 

means for encrypting a plurality of information 

data and 

means for transmitting first control data which 
is used to decrypt said encryption and Is com- so 
men to receiving terminals and second control 
data which is used to decrypt said encryption 
and is individual for each of said receiving ter- 
minals together with said plurality of encrypted 
information data, and ss 
a reception side has 

recording means for recording said plurality of 
encrypted information data and said first con- 



trol data. 

a recording medium on which said plurality of 
encrypted information data and said first con- 
trol data are recorded by said recording means, 
managing means for instructing a recording po- 
sition of each of said plurality of encrypted in- 
formation data recorded on said recording me- 
dium by said recording means, 
reproducing means for reproducing desired en- 
crypted information data and said first control 
data according to said information data with ref- 
erence to said managing means from said plu- 
rality of encrypted information data and said 
first control data which were recorded on said 
recording medium by said recording means, 
and 

means for decrypting the encryption of said en- 
crypted information data reproduced by said re- 
producing means by using said first control data 
reproduced by said reproducing means and 
said present second control data received. 

12. A system according to claim 10, further comprising 

means for transmitting data for retrieving said 
plurality of information data together with said 
present second control data after said plurality 
of encrypted information data was transmitted. 

1 3. A data transmission and reception system for trans- 
mitting multiplexed digital data and receiving said 
muttiplexed digital data, wherein 

a transmission side comprises 

means for encrypting a plurality of infonmation 

data and 

means for transmitting first control data which 
is used to decrypt said encryption and is com- 
nrx>n to receiving terminals and second control 
data which is used to decrypt said encryption 
and is individual for each of said receiving ter- 
minals together with said plurality of encrypted 
infomiation data, and 
a reception side comprises 
a receiving apparatus having receiving means 
for receiving said plurality of encrypted informa- 
tion data, said first control data, and said sec- 
ond control data, 

a recording and reproducing apparatus, 
transmitting means tor transmrfting said plural- 
ity of encrypted infonmation data and said first 
control data which were received by said re- 
ceiving means to said recording and reproduc- 
ing apparatus, and 

transmitting means for transmitting said en- 
icrypted infomiation data and said first control 
data which were recorded and reproduced by 
said recording and reproducing apparatus to 
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said receiving apparatus. 

said recording and reproducing apparatus 

comprises 

recording means lor recording said plurality ot 
encrypted information data and said first con- 5 
trd data which were transmitted from said re- 
ceiving apparatus by said transmitting means, 
and 

reproducing means for reproducing said en- 
crypted information data and said first control io 
data which were recorded by said recording 
means, and 

said receiving apparatus has 
means for decrypting the encryption of said en- 
crypted information data transmitted from said ^5 
recording and reproducing apparatus by said 
transmitting means by using said first control 
data transmitted from said recording and repro- 
ducing apparatus by said transmitting means 
and said present second control data. 15- 

1 4. A data transmission and reception system for trans- 
mitting multiplexed digital data and receiving said 
multiplexed digital data, wherein 
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a transmission side comprises 
means for encrypting a plurality of information 
data and 

means for transmitting first control data which 
is used to decrypt said encryption and is com- 30 
mon to receiving tenminals and second control 17. 
data which is used to decrypt said encryption 
and is individual for each of said receiving ter- 
minals together with said plurality of encrypted 
information data, and 35 18. 

a reception side comprises 
a receiving apparatus having receiving means 
for receiving said plurality ot encrypted infonnna- 
tion data said first control data, and said sec- 19- 
ond control data, 

a recording and reproducing apparatus, 
transmitting means for transmitting said plural- 
ity of encrypted information data and said first 20. 
control data which were received by said re- 
ceiving means to said recording and reproduc- 
ing apparatus, and 

transmitting means for transmitting said en- 21 
crypted information data and said first control 
data which were recorded and reproduced by 
said recording and reproducing apparatus to 50 
said receiving apparatus, 
said recording and reproducing apparatus 
comprises 

recording means for recording said plurality of 
encrypted information data and said first con- ss 
trol data which were transmitted from said re- 
ceiving apparatus by said transmitting means, 
managing means for instructing a recording po- 



sition of each of said plurality of erv;rypted in- 
forrr^tion data recorded by said recording 
means, and 

reproducing means for reproducing desired en- 
crypted information data and said first control 
data according to said information data with ref- 
erence to said managing means from said plu- 
rality of encrypted infomriation data and said 
first control data which were recorded by said 
recording means, 
said receiving apparatus has 
means for decrypting the encryption of said en- 
crypted information data transmitted from said 
recording and reproducing apparatus by said 
transmitting means by using said first control 
data transmitted from said recording and repro- 
ducing apparatus by said transmitting means 
and said present second control data. 

A system according to claim 1 3, further comprising 

means for transmitting data for retrieving said 
plurality of information data together with said 
present second contrql data after said plurality 
of encrypted information data was transmitted; 

An apparatus according to claim 1. wherein said 
digital data is a broadcasting wave of a digital tele- 
vision broadcasting. 

An apparatus according to claim 4, wherein said 
digital data is a broadcasting wave of a digital tele- 
vision broadcasting. 

A system according to claim 6, wherein said digital 
data is a broadcasting wave of a digital television 
broadcasting. 

A system according to claim 1 0. wherein said digital 
data is a broadcasting wave of a digital television 
broadcasting. 

A system according to claim 1 3, wherein said digital 
data is a broadcasting wave of a digital television 
broadcasting. 

. A system according to claim 6, wherein said record- 
ing and reproducing apparatus is a digital VCR. 



10 



NSDOCID- <EP_0ee6615A2j_> 



EP 0 866 615 A2 



o z 

< V) 



< 



UJ z 

CO 



ill 

o 



CO 



(J) 



a 

h 

Q. 

UJ 
CO 



25 t 

O O 2 

> CJ 3 

O 



2 


>- 






UJ 
UJ 

cr 


PLA 


)RMIN 


NIT 


o 


CO 


ID 


CO 


o 


u. 





•2i 



ID 



UJ 



I § 

LU Z 

o < 



i 

q: o 

< cc 

< o 
o 



cr ui z 
q: DC 3 

O 
o 




mi a 




< 
q: 





> 


X 


cr 


CO 


o 


FLA 


MEMi 



o 



11 



BNSOOCID: <EP cee6ei6A2j_> 



EP 0 866 615 A2 



cr 

LU 
> 
LU 
O 
UJ 

cr 



CO 

>- 

CO 
LU 
O 
CO 

a 



CO 

< 
cr 




12 



BNSOOCID: <EP_oee661 5A2J_> 



EP 0 866 615 A2 



Fig. 3 



51 




21 



NO. 


ADRS 


XI 


ST1 
EN1 


X2 


ST2 
EN2 



20 



1 



RECORDING MEDIUM 



BNSOOCID: <EP 086661 5A2J_> 



13 



EP 0 866 615 A2 






o 









iGRAM 


GEMEN 


STEM 




< 


> 


cr 




CO 


a 


MA 





O 


r 


KEY 
MANAGEMENT 
SYSTEM 




CUSTOMER 
- MANAGEMENT 
SYSTEM 






14 



BNSCXXtO <EP_0866615A2J_> 



(19) 



J 



Europaisches Patentamt 
European Patent Office 
Office europeen des brevets 



1 



(11) 



EP0 866 615 A3 



(12) 



EUROPEAN PATENT APPLICATION 





L/aie OT puDiicaiion ao. 


(51) intci.e; H04N7/167 




30 12 ISOfi Bulletin IQQfi^S 
















23.09.1998 Bulletin 1998/39 








Apptication number: 98301685.8 








uaie OT TiiinQ. Q0.00.1990 






(84) 


Designated Contracting States: 


(72) 


Inventor: Sato, Masahiko 




AT BE OH DE DK ES Fl FR GB QR IE IT LI LU MC 




Shinagawa-ku, Tokyo 141 (JP) 




NL PTSE 








Designated Extension States: 


(74) 


Representative: Turner, James Arthur et al 




AL LT LV MK RO SI 




D. Young & Co., 








21 New Fetter Lane 


(30) 


Priority: 19.03.1997 JP 66538/97 




London EC4A 1 DA (GB) 


(71) 


Applicant: SONY CORPORATION 








Tokyo 141 (JP) 







(54) Data transmlsGlon and reception 

(57) Video and audio data of a plurality of received 
programs and a common inf omnatbn ECM are recorded 
to a recording medium. A recording position of the pro- 
gram, is written on a management table. When repro- 
ducing a desired one of the recorded programs, the 
ECM is also reproduced together with the video and au- 
dio data. The data to retrieve the desired program and 



an Individual information EMM are transmitted through 
a broadcasting wave. To descramble the reproduced 
video and audio data, the reproduced ECM and the re- 
ceived EMM are used. Since the individual infomnation 
EMM is the latest information, even if there is a time tag 
between the recording time point and the reproducing 
time point, the reliability of the conditional access is not 
deteriorated. 



TUNER 




DC MOO 




UNIT 



CO 

< 

10 

CD 

(O 
CO 
CO 



Q- 
UJ 



ERROR 
CORRECTINQ 

uNrr 



Fig. 1 



APPARATUS 
CONTROL UNn^ 



T" 

10 



« 1 

CARD 1 


FLASH 
MEMORY 




RAM 




USER 
l/F 


1 1 


\ 

12 


13 


\ 

14 



5 


6 


\ 


S , 


DESCR- 




SEPARATING 


AMBLINQ 




UNIT 



3 



1- 



7A 



AUDIO 

DECODING 

UNrr 



VIDEO 
DECODINO 
UNIT 

— T" 

7V 



SCREEN 
DISPLAY 
FORMING 
UNIT 



15 



DIOTTAL 
l/F 

22 



Prtrtadby Joovw. 75001 PARIS (FR) 



AUDIO 
SIGNAL 



16 



4 



VOEO 
SIGNAL 



RECORDINQ 
MEDIUM 



MANAGEMENT 
TAOLE 



-20 



-21 



BNSOOCIO: <EP 086661 5A3J_> 



EP 0 866 615 A3 



European Patent 
Otnoe 



EUROPEAN SEARCH REPORT 



AppHcatlen Numtwr 

EP 98 30 1685 



DOCUMEWTS CONSIDERED TO BE RELEVANT 



Caiegcuy 



Catadon «documeiit<»ah indication, iwtiefo apfyopriate, 
ot relevant passaoM 



Relevant 
to daMn 



CtASSVICATION OF THE 
APPUCATIM (IntCf) 



I A 
1 Y 

|a 

[Y 
A 



•FUNCTIONAL MODEL OF A CONDITIONAL ACCESS 1-3 
SYSTEM" 

EBU REVIEW- TECHNICAL, 
no. 266, 21 December 1995, pages 64-77, 
XP0005594S0 

♦ the whole document * 



H04N7/167 



6IACHETTI J -L ET AL: "A COMMON 

CONDITIONAL ACCESS INTERFACE FOR DIGITAL 

VIDEO BROADCASTING DECODERS" 

IEEE TRANSACTIONS ON CONSUMER ELECTRONICS, 

vol. 41. no. 3, August 1995, pages 

836-841, XP000539S43 

* the whole document ♦ 



SCHOONEVELO VAN 0: "STANDARDIZATION OF 
CONDITIONAL ACCESS SYSTEMS FOR DIGITAL PAY 
TELEVISION" 

PHILIPS JOURNAL OF RESEARCH, 
vol. 50, no. 1/02, July 1996, pages 
217-225, XP000627672 

* the whole document ♦ 

GB 2 296 171 A (MITSUBISHI CORP) 
19 June 1996 

* the whole docwnent ♦ 

EP 0 450 841 A (GTE LABORATORIES INC) 
9 October 1991 ^ „ ^ 

* column 4, line 25 - column 5, line 27 * 



4-7,10, , 
11.13.14| 
8.9.12. 
15-19 

1-3 



4-7,10, 
11.13, 14| 
8.9,12. 
15-19 

1-3 



TECHNICAL nCLOS 
SEANCHSO (MXU) 



H04N 



The present search report has been drawn up tar all Claims 



4-19 

4-7.10. . 
11.13,14 
1-3,8.9, 
12,15-19| 

4-7,10, 
11.13,14 
1-3,8.9, 
12,15-19 



PiMMatMMCh 

BERLIN 



OM ol oornpMon of ti* Mich 

4 November 1998 



Greve, M 



CATEGORY OF CITED OOCUMEMTS 

X:p«ttai«Vr^«ntiUton«loo» 
Y • ptfttcutarty rvitvant I oombinad wth mttm 
docimnt of th* sam* uMOory 

O : nDCMrrta»n diKloeure 



T : tf»ory or prtfK*)*« und»rVin9 th» inv^^ 
E : oafW pMbirt doeurrwnt, bU p(««8ti*d on. or 

irftwihtt filing date 
O : dOGunwrt dtod In the ■ppUeotion 
L : doanwm cttod (or olhor rettftons 



A : mirrto^rofth^aa^^ conwapondng 



I 



EP 0 866 615 A3 



European Patent 
Office 



EUROPEAN SEARCH REPORT 



AppHeatlen Number 

EP 98 30 1685 



DOCUMENTS CONSIDERED TO BE RELEVANT 



Category 



Cttabon of document with indication, where appropriata. 
of relevant passages 



Relevant 
to claim 



CUISSIFICATION OF THE 
APPHCATIOW (irtjCU) 



EP 0 679 027 A (SONY CORP) 25 October 1995 
* the whole document * 



1-20 



TECHNICAL nBLM 



The present search report has been drawn up for aJI claims 



PiacaoiMich 

BERLIN 



t>ai» or convtaAon of ffw nueh 

4 November 1998 



Greve, n 



CATEOORV OF CITED DOCUMENTS 



Y : pwtledarly r«l«v«m M cornotnad with Anothar 

documant ot th« Mm» csugory 
A : tachnotogical badcground 
O : rwvwrtttan dbdoaw* 
P '. intarmadMta dooumaiTl 



T : tttaory or prfnc^ undariyins tha irwantton 
E : aartar patent docurrani but publahad on, or 

adar (ha Mng <tata 
0 : dooumani diad In tha appHectton 
L : documani cttod for othar raatona 

a : monter of ttw aam* patainl f aiind^. corraapo n jng*" 
vtocumani \ 



BNSCOCIO: <eP_0e66816A3J_> 



4- 



THIS PAGE BLAMKtw^* 



